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Abstract—We examine the determination of abnormality of 
streamed data using the statistical structure of the meta-data 
associated with it. The vital need for such a subject within a he-
terogeneous log based environment in real-time comes from 
the fact that most cloud based applications will use text-based 
logging as a means of reporting application behavior. The 
sheer volume of such logs makes retrospective analysis in-
feasible due to large processing and storage requirements. Our 
approach is based on conversion of the original data stream in-
to meta-data (graph) and revealing the dominating (normal) 
statistical patterns within it. Real-time analysis of the stream 
compared with the meta-data model determines the degree of 
anomaly of the current data. The resulting graph also reveals 
the fundamental structure (“behavioral footprint”) of the data 
beyond the sources (physical or virtual devices) and processes.   

Index Terms—Cloud and virtualization management, log 
analysis, big data, events stream, normalcy structure, anomaly 
and change detection.   

I. INTRODUCTION 
We treat the problem of statistical structure retrieval 

from data streams within the “big data” model [1]. The 
relevance of this kind of analysis is dictated by rapidly 
growing needs to make run-time decisions on abnormality 
of cloud based environments from which log data can be 
streamed. Examples include application logs, user behavior 
data, social network data, etc.  

A fundamental approach to data-agnostic management 
of data centers applies the dynamic thresholding of monito-
ring data collected from IT resources instead of out-of-date 
static or hard thresholding technique. The dynamic thre-
sholds (DT) of a time series metric are the appropriate upper 
and lower bounds computed using variability, change point, 
and cyclicality of the data (see [2]-[4]).  

In this paper we extend the concept of dynamic 
thresholding of time series data to any kind of data that is a 
stream of records and events. In other words, we introduce 
the notion of normalcy of those streams as an extracted 
statistical structure and develop a mechanism for their 
abnormality detection in run-time mode.  

In our earlier paper [4] we employed directed graphs to 
extract patterns from unstructured data. Here we use the 
same graph model as a tool for capturing the meta-data 
patterns of streaming log files to determine system anomaly 
states, based on its historic “normalcy structure”, accounting 
also for change-points occurring in the stream. Prior related 
work includes the papers by Lin and Siewiorek [5] and 
Rouillard [6], among others. In particular, [5] is devoted 
specifically to extraction of intermittent errors in error logs 

and [6] studies modeling of normal/abnormal events in logs 
employing rule sets. Another related problem is the work-
flow model discovery and its transactional improvement 
from event based logs [7]. In this regard, our analysis is 
generic in terms of relying on non-contextual and non-rule 
based pattern extraction in data streams compared to those 
works (see also references therein). Moreover, it builds on a 
global correlation structure of the stream to quantify degrees 
of abnormalities occurring run-time, as well as to localize 
“responsible anomaly sources” with their contributions to 
the overall abnormality. No prior research to the best of our 
knowledge directly targets this setting.    

Our approach is based on conversion of the original 
stream into a meta-data and revealing the dominating (nor-
mal) statistical patterns within it. The meta-data is formed 
via a graph representing different “event types” (nodes) 
which are detected in the stream along with “event sources” 
they are associated within the stream. Two nodes in this 
graph are adjacent if the corresponding event types are in 
proximity by a time frame and an “event source”. The be-
haviors of those sources in terms of generating different 
event types create probabilistic correlations between graph 
nodes computed with application of that proximity measure. 
The characterized probabilistic graph represents the normal 
or dominating common behavioral structure that the stream 
historically follows independently of the event sources. 
Having this historical normalcy, we are then able to estimate 
the upcoming stream portions in terms of their deviation 
from the extracted structure. This is performed through 
matching the event types in the new data entries with histo-
rical graph and checking whether conditionally the most 
probable event types are realized in the observation window. 
From this we can quantify the deviation of the current data 
segment from the most typical (historical) patterns. This 
quantity actually measures the abnormality degree of the 
stream.   

One of the main problems in processing of data 
belonging to “big data” field is the limited availability of 
data for retrospective analysis. By its very nature, limits on 
storage and I/O can severely restrict algorithms that require 
the complete data set to be available for analysis. In terms of 
this restriction, our algorithm is highly scalable. Converting 
the data stream into a graph structure representing the meta-
data, we retain the useful content of the data and build the 
wanted statistical structure without any need for retro-
spective analysis.  

We apply our method to a set of vCenter (VMware’s 
virtualization management software) logs. Using the 
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information on event types and on fleeting VM’s (or hosts) 
as sources of those event types, we are able to determine the 
statistical normalcy structure of the stream by the above 
mentioned graph. Comparison of real-time data to this graph 
allows us to then determine abnormality patterns. Through 
that comparison we estimate the degree of abnormality that 
can be used by an alerting engine within an infrastructure 
management system. Moreover, the algorithm can be 
applied to normalcy analysis of virtualized environments at 
different hierarchical levels (VM, host, cluster, etc.).  

The normalcy structure represents the image of pure 
event type correlations independently of the event sources in 
the heterogeneous system. In other words, it is the funda-
mental structure (“behavioral footprint”) of the data beyond 
underlying sources (physical or virtual) and processes. Thus 
another benefit of this method is that comparison of the cur-
rent data portions with the meta-data graph may shed light 
on sources of abnormal situations.  

II. STREAM-TO-META-DATA CONVERSION 
We interpret the streamed log data as a flow of text 

consisting of events with associated event types and event 
sources (which can be detected via a log parsing procedure). 
The procedure outlined for the automatic detection of event 
attributes in [4] is one example of an event detection me-
chanism. This is the basic assumption behind our algorithm 
on processing of streamed log data in terms of extracting its 
fundamental statistical characteristics. Say the stream con-
tains I different types iT  of events and K  different sources 

kS  of events. We aim at investigating how those types are 
correlated along with emerging stream inputs independently 
of the sources they are associated with.  

Two types iT  and jT are considered to be related with 
each other from short term perspectives, if they appear in 
the stream attached to the same source kS  and within a time 
window tΔ . In other words, to determine the correlations 
between event types we apply a proximity pair criterion 

),( tSk Δ . Hence, the probability of appearance of iT  under 
an observed type jT  (both associated with kS ) can be 
estimated by the following frequency     
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as ratio of joint occurrences ),|,( tSTTN kji Δ  of the type 

pair ),( ji TT  in the stream over the number )( jTN  of ob-

served type jT  independently of kS , Kk ,1= . Therefore, 
the conditional probability between two event types pro-
voked by all possible event sources can be determined with 
hereinafter usage of concise notations )|( jiP  or jiP| .  

The prior probabilities of event types can be also 
computed by the frequency LTNTP ii /)()( =  where Ii ,1=  
and L  stands for the number of events read from the stream. 
In view of the above definitions, the conditional probability 

)|( ji TTP  becomes a tool for measuring the “common 
behavior” of event types abstracted from underlying event 
sources. Having computed the prior and conditional 
probabilities between event types we can build the structure 
in Fig. 1 showing a weighted graph of event types with 
those conditionals on edges. Note that the above mentioned 
frequencies can be updated cumulatively and the corres-
ponding meta-data in form of a directed graph can be 
updated with the expansion of the stream. Interestingly, this 
stream-to-meta-data conversion can be implemented by the 
map/reduce programming model [8].  

III. THE NORMALCY STRUCTURE 
The constructed meta-data graph of Fig. 1 can be viewed 

as the dynamically and historically built structure of pair-
wise correlations of event types. This is the graph used for 
processing historical normalcy and run-time decision 
making on abnormality behavior of the stream. 

Flowchart 1 describes the main parts of our analysis and 
their interrelation. The overall algorithm behind this study 
will be described in detail below. 

Flowchart 1. Main flows of the algorithm. 

 
Training of the model. We define the normalcy 

structure of the stream by its meta-data and in terms of the 
dominating statistical relations in the graph of Fig. 1. Ana-
logous to outlier removal in time series data, small condi-
tional probabilities are considered to be outliers and thus can 
be removed from analysis. Eliminating small conditional 
probabilities from the graph edges (a sensitivity parameter is 
applied) we reduce it to its dominating correlations sub-
graph(s). We call this graph Dynamic Normalcy Graph 
(DNG). It can be easily seen that the DNG is the stream’s 



historical footprint of common probabilistic behavior of 
event types that result from all possible event sources.  

Scoring/Ranking. The event types in the current obser-
vation window are mapped to the DNG to compare the mis-
match between the run-time scenarios to those in historical 
mode. The degree of mismatch represents the degree of ab-
normality of the real-time data. 

 
Fig. 1. Meta-data graph of event types, .7=I  

 
Let )(21 ,...,, wjTTT Δ be the event types registered in the 

current observation window wΔ . And let the subset 
)(,...,,

21 wjjj k
TTT Δ   be those event types that pair-wise are in 

proximity for event source ,kS  )(,1 wkk Δ= . In other 
words, the following holds:  
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Those event types can be matched on the DNG and the 
edges having matched nodes can be highlighted. We can 
then compute the probabilistic mismatch (i.e. the 
abnormality degree) between this matched sub-graph and 
the DNG (relying on the graph isomorphism concept) by the 
following formula 
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where ),( wSM k Δ  stands for a mismatch assigned to source 

kS  and calculated by  
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and where we assume that nodes adjacent (in DNG) to j  
nodes are enumerated from 1  to )( jm . We also enumerate 
the absent nodes in wΔ  from 1  to )( jm . Note that the 

summation in ∑
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performed over the conditional probabilities on the directed 
edges arising from the node j  in DNG. )( wM Δ  lies in the 
interval %].100 ,0[  

Measuring the mismatch between the run-time flow of 
events and the historical normalcy allows us to control 
unacceptable deviations and generate alarms. For that 
purpose, first we keep track of historic anomalies and 
estimate their usual (normal) level. That can be performed 
by simple measures such as whiskers method (that 
recognizes the concentration of data points from out-of-
range values) and high quantile cut of data, or the 
sophisticated DT computation technology.  

In particular, let  
)}(),...,(),({ 21 wMwMwMM h ΔΔΔ=  

be the series of subsequent mismatches calculated along the 
historical application of the obtained DNG to the stream 
with a moving wΔ  window. And let ),( MqQ  be the −q th 

quantile of M . Then we define the historical abnormality 
)(0 wD Δ  according to the method of whiskers as 

)(5.1),75.0()(0 MIQRMQwD +=Δ , where )(MIQR  is the 
interquartile range (the difference between 0.75 and 0.25 
quantiles) of M . In an alternative way )(0 wD Δ  can be 

defined also as 0.9 or higher quantile of M  regulated by a 
sensitivity parameter ]1,0[∈s , where 1=s  corresponds to 

),9.0( MQ  and the lowest 0=s  to the maximum of M .  
The deduced level )(0 wD Δ  is used in run-time estimate of 
abnormality. So only the abnormalities with their mismatch 

)( wM Δ  above )(0 wD Δ  are reported. This means that the 
real and relative abnormality degree )( wD Δ  above )(0 wD Δ  
in run-time mode can be obtained with the following 
difference:  

).()()( 0 wDwMwD Δ−Δ=Δ  
Here the approach can be extended to apply a dynamic 

thresholding technique (e.g. [3]) for softer abnormality 
control (see also the study [9] and references therein). In 
other words, instead of )(0 wD Δ  we can compute its 
dynamic (time-dependent) version ),(0 twD Δ .    

IV. INDICATING ABNORMALITY SOURCES 
During the abnormality detection by the above 

mentioned mismatch calculation, the event types which 
contribute to the mismatch can be identified. Then those 
event types can be checked in terms of the event sources 
associated with them. An ordered list of recommendations 



indicating the most likely sources of abnormality can be 
generated. To generate those recommendations and 
indicating the highly “responsible” event sources in an 
unacceptable abnormality, let )(21 ,...,, wkSSS Δ  be the event 
sources that proximate the event types )(,...,,

21 wjjj TTT Δ  in 

run-time mode. For each event source kS  we compute its 
mismatch ),( wSM k Δ  and generate the following series: 

),(),...,,(),,( )(21 wSMwSMwSM wk ΔΔΔ Δ . Those sources are 
then prioritized with the corresponding mismatches and 
displayed for the final recommendation to the user as indica-
tions of abnormality sources. 

V. ON CHANGE POINT DETECTION 
Global changes in the stream which are able to skew our 

abnormality analysis can also be detected with a procedure 
comparing two meta-data portions from the stream in terms 
of mismatch between their graph-wise representations. 

For quantification of similarity between two historical 
streams we introduce the following measure: 
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where ),( 111 EVG ≡ and ),( 222 EVG ≡ , composed from the 
set of vertices kV  and edges kE , 2,1=k . This measure 
ranges from ]1,0[  with maximum similarity .1   

In the similarity formula above the first fraction is 
responsible for the geometric similarity of the graphs and 
the second for the probabilistic closeness. The notation 

)(| kji GP  stands for the conditional probabilities on jointly 

present edges for kG . We impose an additional constraint 
for the condition 021 =∩ EE  by setting 0),( 21 =GGSim . 

To verify whether the stream has substantially changed 
during its development, we take advantage of its meta-data 
structure again, now for recent period of the original stream 
containing 2/L  events from total length L , assuming  2/L  
is large enough to provide sufficient statistics. This means 
that as soon as the sufficient statistics is available we initiate 
generating a parallel construction of a meta-data graph for 

2/L –recent size (tail) of the stream. Then we keep updating 
this graph along with the evolution of the data sliding the 
tail window with size 4/LC =Δ . The latter assumes that we 
refresh the graph nodes/connections obtained due to the 
scanning of the stream in the first 4/L   part of the tail with 
the new nodes/connections observed in the last 4/L  portion 
of the tail observed by the sliding window. At each stage of 
this moving structure update we have two meta-data graphs, 
basic one and the moving one, conventionally denoting 
them )(1 LG   and ( )2/2 LG , respectively. Estimate of their 

similarity with ))2/(),(( 21 LGLGSim  tells us how close the 
adaptive data tail to the overall process is. As soon as we 
detect only a 50%  similarity (or another parameterized 
quantity), then we have to declare a change point and 
replace  the basic historic meta-data )(1 LG  with the moving 
one ( )2/2 LG  and proceed with the rest of algorithmic 
blocks as shown in  Flowchart 1. With these settings we 
don’t target a sensitive change point detection problem but 
only a global change identification in the stream occurred in 
its recent structure versus its overall structure. The tail size 
and CΔ  can be tuned for softer analysis of change. 

VI. RESULTS FOR VIRTUAL CENTER EVENTS 
Here we discuss the application of the abnormality de-

tection algorithm to a parsed log data of vCenter consisting 
of 200,000 events (a time period spanning one month). In 
this case, the event sources are VM’s or hosts and the event 
types are the corresponding types from the log, such as 
VmEmigratingEvent or VmStoppingEvent with additional 
categories they are attributed to in the stream, for example, 
“info” (i), “error” (e), or “warning” (w). So for our analysis 
the combinations such as “VmEmigratingEvent+info” and 
“VmEmigratingEvent+error” are interpreted as basic event 
types.  

Fig. 2 shows the normalcy structure of the log processed 
on the above mentioned events data and Table 1 details its 
node description (A defines the attribute column). This 
DNG represents the pure event type correlations where the 
outlier relations are filtered out. Additionally, to compress 
the structure only strong correlations (higher 0.8) are 
illustrated. Similar graphs are obtained for a series of 
experiments that confirm that the vCenter has its inherent 
statistical and fundamental structure of event type behaviors 
independent of the applications that run on the VM’s.  

Those experiments were performed for different portions 
of the vCenter log containing more than 1,000,000 event 
records as well as for the whole data set. In all cases it was 
possible to derive a DNG with high probabilistic 
connections between a subset of defined event types.  

Several observations from the obtained DNG can be 
made: 
I. DNG contains an unconnected fragment (nodes 32 and 

33), i.e. a sub-graph, which means that the virtual center 
imprints isolatable event types. In case of the nodes 32 
and 33, one can make a conclusion that most of the time 
(94%) “VmBeingRelocatedEvent+info” results in 
“VmRelocatedEvent+info” with 6% failure that would 
result in an abnormality situations. 

II. There are event types with only outgoing connections 
(like node 29) and event types with only incoming con-
nections (node 4). In other words, the composite event 
type “VmRegisteredEvent+info” inevitably leads a 
collection of event types (23,51,49, etc.), meanwhile a 
series of event types (2,5,16, etc.) ultimately lead to 
“VmResourceReallocatedEvent+info”.  



III. An important class of correlations is related to determi-
nistic connections. For example, “VmInstanceUuid-
ConflictEvent+error” (49) generates “VmInstanceUuid-
ChangedEvent+info” (51) without any alternative. The 
same happens with “VmRenamedEvent+warning” (35) 
and “VmReconfiguredEvent+info” (11), however these 
event types have no impact on other types and are of no 
influence to the rest of the system. 

 
Fig. 2. Normalcy structure (DNG) of vCenter events. 

The extracted DNG becomes the “behavioral footprint” of 
the virtual center in terms of VMs behaviors. It means that 
the lifecycle of any VM should follow the structure that the 
DNG dictates. Any deviation introduced by VMs in the 
current stream becomes the abnormalities. It can be either an 
evolving critical abnormality or an out-of-normal state that 

can also be inherent to the stream in terms of its historical 
behavior. That is why we evaluate typical out-of-normalcy 
(so called historical abnormality) of the stream in order to 
differentiate it from the abnormality that needs to become an 
alert. 

Table 1. Nodes of Fig. 2. 
ID Event Type A 

0 vim.event.AlarmStatusChangedEvent i 
1 vim.event.TaskEvent  i 
2 vim.event.VmBeingHotMigratedEvent i 
3 vim.event.VmEmigratingEvent i 
4 vim.event.VmResourceReallocatedEvent i 
5 vim.event.VmMessageEvent i 
6 vim.event.DrsVmMigratedEvent i 
9 vim.event.AlarmActionTriggeredEvent i 

10 vim.event.AlarmSnmpCompletedEvent i 
11 vim.event.VmReconfiguredEvent i 
14 vim.event.VmAcquiredMksTicketEvent i 
16 vim.event.VmStoppingEvent i 
17 vim.event.VmPoweredOffEvent i 
18 vim.event.VmStartingEvent i 
20 vim.event.DrsVmPoweredOnEvent i 
21 vim.event.VmPoweredOnEvent i 
22 vim.event.VmDisconnectedEvent i 
23 vim.event.VmConnectedEvent i 
26 vim.event.VmResettingEvent i 
29 vim.event.VmRegisteredEvent i 
32 vim.event.VmBeingRelocatedEvent i 
33 vim.event.VmRelocatedEvent i 
35 vim.event.VmRenamedEvent w 
41 vim.event.VmDiscoveredEvent i 
49 vim.event.VmInstanceUuidConflictEvent e 
50 vim.event.VmMacConflictEvent e 
51 vim.event.VmInstanceUuidChangedEvent i 
52 vim.event.VmMacChangedEvent w 

For the example of Fig. 2 we compute the historical ab-
normality estimate )(0 wD Δ  and show it in the plot of Fig. 
3. This figure depicts the mismatches )( wM Δ  along the 
historical log for the extracted DNG with 30=Δw  minute 
sliding by 5 minute intervals. Here the computed value for 

)(0 wD Δ  is %55.25  (for sensitivity 7.0=s ), therefore, 
abnormalities are indicated at run-time for values above this 
level. 

 
Fig. 3. Historical abnormality estimate %55.25)(0 =ΔwD  
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Fig. 4 shows abnormality jumps in run-time mode detected 
for the same log after its DNG extraction. For the two 
abnormality peaks in Fig. 4 we were then able to generate a 
list indicating the highly probable misbehaving VMs (Table 
2). The first abnormality process occurred on 5/24/2010 at 
04:17PM (time (T) point A in Fig. 4) and the second one on 
5/24/2010 at 05:18PM (point B in Fig. 4). One VM was 
detected in each case that generated events, however, failed 
to generate the highly correlated events associated with 
them. Table 2 shows these highly culpable VMs (with 
mismatch scores (MS) of 40.9% and 100%, respectively) 
with columns of generated event (GE) ID and missing event 
(ME) ID. 

 
Fig. 4. Run-time abnormality above )(0 wD Δ  

Table 2. Recommended VMs at abnormal state of vC log. 
T VM Name GE ID ME ID MS

A communities-lt-
db-1 

0, 1, 10 - 
40.9% 9  0 

2, 3 4 

B ora-dev2-
ksdmmk-d1 

23 0 100% 

This essentially shows that breakage of expected correla-
tions become abnormality events that can indicate when it’s 
appropriate to look into the log data. 

To verify the robustness of our analysis against wΔ , we 
computed the function )(0 wD Δ  for different window sizes,  
getting a near constant behavior.  

VII. APPENDIX: ANALYSIS OF ECONOMIC DATA 
The methodology was applied to an economics data set 

to show its agnostic nature. This data set consisted of key 
short-term economic indicators (EI) of OECD countries 
(available at http://stats.oecd.org/). OECD is an international 
economic organization of 34 countries founded in 1961 to 
stimulate economic progress and world trade. Also data of 8 
non-member countries with large economies are included.  

We aimed at extracting the normalcy structure of EIs for 
above mentioned countries within 1995-2007 and detecting 
the abnormality or change in that structure provoked by the 
recent economic recession. In this scenario, the event 
sources are the member countries and the event types are 
their main short-term (quarterly) EIs relative to the 

preceding period. Table 3 shows the event types 
participating in the DNG of OECD+8 economic normalcy 
structure of Fig. 5. Overall, 20 key indicators (with theo-
retically possible 60 event types – positive, negative, and 
zero changes in indicators being different event types) are 
included in the analysis. However, only 17 positive change 
indicators constitute this DNG. The parameters used for this 
analysis were 1=Δt  quarter, 1=Δw  quarter. 

Table 3. EIs in DNG relative to previous period. 
ID Event Type/Key Economic Indicators 
1 DomesticProducerPrices-Manufacturing_positive 
2 GDP-PrivateFinalConsumptionExpenditure_positive 
3 GrossDomesticProd_positive 
4 Employment_positive 
5 Financial-SharePrices_positive 
6 GDP-Exports_positive 
7 GDP-ImportsOfGoodsAndServices_positive 
8 GDP-GovernmentConsumptionExpenditure_positive 
9 GDP-GrossFixedCapitalFormation_positive 

10 IntProduction_positive 
11 IntTrade-ExportInGoods_positive 
12 IntTrade-ImportInGoods_positive 
13 LaborCompensation-HourlyEarnings_positive 
14 Sales-RetailTrade_positive 
15 ServiceExports_positive 
16  ServiceImport_positive 
17 UnitLaborCost-BusinessSector_positive 

Fig. 6 shows the historic and runtime processing of the 
abnormality indicator (mismatch), illustrating the largest 
abnormality in Q4 of 2008. This, of course, is the “Great 
Recession” event of 2008. Table 4 shows the abnormality 
sources and the missing events leading to the triggering of 
abnormality.  

 
Fig. 5. DNG of economic data. 
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The mismatch score column in this table indicates the 
fraction with which each source (or country) contributed to 
the abnormality indication. What is interesting to note from 
this list is that Greece is in first place in terms of having had 
experienced the greatest deviation from its normal economic 
activity (which since then has led to many rounds of 
austerity measures). Note that the United States is 23rd on 
this list indicating that the 2008 event was not as impactful 
to the US as it was on other countries.  

 
Fig. 6. Historic (1995-2007) and runtime (2008-2011) 

abnormalities of economic data. 
 

Table 4. Abnormality sources for the peak at Q4-2008, 
%2.81)( =ΔwM , see Fig. 6.  

Event Source GE ID ME ID MS 
Greece 7,4,14,17,9 13,2,3,6 4.65 

N. Zealand 13,1,4,8,17,16 2,3 4.01 
Iceland 13,1,10,11,8   12,2,3 3.74 

Australia 13,12,4,14,11,8,17 2,3 3.71 
Japan 7,8,17,16 13,2,3,6 3.36 
Poland 4,14,2,8,17,9 13,7,3 3.31 

S. Africa 4,8,9   7,2,3 3.20 
Israel 4,8,9 7,2,3 3.20 

Austria 4,14,8,17 13,2,3 3.19 
Germany 13,14,8,17 2,3 2.88 

UK 13,14,8,17 2,3 2.88 
Finland 13,4,8,17 2,3 2.79 

Netherlands 13,4,8,17 2,3 2.79 
Sweden 13,4,8,17 2,3 2.78 
Mexico 13,4,8,17 2,3 2.78 

Czech Rep. 4,8,17 13,2,3   2.26 
S. Korea 4,8,17 13,2,3   2.26 
France 13,4,2,8,17 3 1.99 

Belgium 13,8,17 2,3 1.96 
Canada 13,8,17 2,3 1.96 

Denmark 13,8,17 2,3 1.96 
Italy 13,8,17 2,3 1.96 
US 13,8,17 2,3 1.96 

VIII. CONCLUSIONS 
We introduced a new decision making framework for 

information retrieval from data streams under special 
constraints on complexity and scalability. By a convolu-
tional extraction of a representative meta-data from the 
stream we create the stream’s “behavioral footprint” and use 

this in run-time evaluation of the underlying system on the 
current data flows. The meta-data can be stored in form of a 
graph based on an “event source”/“event type” principle. 
Application of our approach to IT data sets results in 
extension of the traditional normalcy analysis of time series 
data obtained from monitoring of IT infrastructures to 
include modern cloud infrastructures with high order of 
transiency. Furthermore, the method is applied to processing 
of log data generated by virtual centers. The new insight that 
we get here is that the dynamic environment produced by 
fleeting VMs can be projected via some probabilistic laws 
on behavioral event types. Matching this image (graph) with 
a run-time image one can come up with abnormality 
estimate of the transient infrastructure with additional capa-
bility to localize the underlying sources of misbehaviors. 
Due to universality of the proposed algorithm, the meta-data 
construction model and related analysis is applicable to data 
sets from various applications with similar anticipated 
results. This was demonstrated by applying the algorithm to 
economics data showing the 2008 “Great Recession” event.  

Determining “event source” and “event type” would 
allow a “behavioral footprint” of the meta-data to be created 
which can then be used in real-time to determine brakeage of 
correlation as an abnormality indicator. 

REFERENCES 
[1] T. White, Hadoop: The Definitive Guide, 1st Edition, O'Reilly 

Media, 2009.  
[2] M.A. Marvasti, A.V. Poghosyan, A.N. Harutyunyan, and 

N.M. Grigoryan, “An anomaly event correlation engine: 
Identifying root causes, bottlenecks, and black swans in IT 
environments”, VMware Technical Journal, vol. 2, no. 1, pp. 
35-45, 2013.  

[3] M.A. Marvasti, A.V. Grigoryan, A.V. Poghosyan, N.M. 
Grigoryan, and A.N. Harutyunyan, “Methods for the cyclical 
pattern determination using a clustering approach”, US patent 
20100036643. 

[4] M.A. Marvasti, A.V. Poghosyan, A.N. Harutyunyan, and 
N.M. Grigoryan, “Pattern detection in unstructured data: An 
experience for a virtualized IT Infrastructure”, Proc. 
IFIP/IEEE Int. Symp. Integrated Network Management, May 
27-31, Ghent, Belgium, pp. 1048-1053, 2013.  

[5] T. Y. Lin and D. P. Siewiorek “Error Log Analysis: Statistical 
Modeling and Heuristic Trend Analysis”, IEEE Trans. 
Reliability, vol. 39, no 4, Oct. 1990. 

[6] J. P. Rouillard, “Real-time log file analysis using the simple 
event correlator (SEC)”, Proc. XVIII Large Installation 
System Administration Conf., Nov. 14-19, Atlanta, GA, 2004. 

[7] W. Gaaloul and C. Godart, “Mining workflow recovery from 
event based logs”, Lecture Notes in Computer Science, vol. 
3649, pp. 169-185, 2005. 

[8] J. Dean and S. Ghemawat, “MapReduce: Simplified data 
processing on large clusters”, Proc. 6th Symp. Operating 
System Design and Implementation, San Francisco, CA, Dec. 
6-8, pp. 137-149, 2004. 

[9] D. Breitgand, M. Goldstein, E. Henis, and O. Shehory, 
“Efficient control of false negatives and false positive errors 
with separate adaptive thresholds”, IEEE Trans. Network and 
Service Management, vol. 8, no. 2, pp. 128-140, June 2011. 

1995 1998 2001 2004 2007 2010
0

10

20

30

40

50

60

70

80

90

Years

M
(q

ua
rt

er
)



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSansMM
    /AdobeSerifMM
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /BellGothicStd-Light
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /blex
    /blsy
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /Cmb10
    /CMB10
    /Cmbsy10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /Cmbx10
    /CMBX10
    /Cmbx12
    /CMBX12
    /Cmbx5
    /CMBX5
    /Cmbx6
    /CMBX6
    /Cmbx7
    /CMBX7
    /Cmbx8
    /CMBX8
    /Cmbx9
    /CMBX9
    /Cmbxsl10
    /CMBXSL10
    /Cmbxti10
    /CMBXTI10
    /Cmcsc10
    /CMCSC10
    /Cmcsc8
    /CMCSC8
    /Cmcsc9
    /CMCSC9
    /Cmdunh10
    /CMDUNH10
    /Cmex10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /Cmff10
    /CMFF10
    /Cmfi10
    /CMFI10
    /Cmfib8
    /CMFIB8
    /Cminch
    /CMINCH
    /Cmitt10
    /CMITT10
    /Cmmi10
    /CMMI10
    /Cmmi12
    /CMMI12
    /Cmmi5
    /CMMI5
    /Cmmi6
    /CMMI6
    /Cmmi7
    /CMMI7
    /Cmmi8
    /CMMI8
    /Cmmi9
    /CMMI9
    /Cmmib10
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /Cmr10
    /CMR10
    /Cmr12
    /CMR12
    /Cmr17
    /CMR17
    /Cmr5
    /CMR5
    /Cmr6
    /CMR6
    /Cmr7
    /CMR7
    /Cmr8
    /CMR8
    /Cmr9
    /CMR9
    /Cmsl10
    /CMSL10
    /Cmsl12
    /CMSL12
    /Cmsl8
    /CMSL8
    /Cmsl9
    /CMSL9
    /Cmsltt10
    /CMSLTT10
    /Cmss10
    /CMSS10
    /Cmss12
    /CMSS12
    /Cmss17
    /CMSS17
    /Cmss8
    /CMSS8
    /Cmss9
    /CMSS9
    /Cmssbx10
    /CMSSBX10
    /Cmssdc10
    /CMSSDC10
    /Cmssi10
    /CMSSI10
    /Cmssi12
    /CMSSI12
    /Cmssi17
    /CMSSI17
    /Cmssi8
    /CMSSI8
    /Cmssi9
    /CMSSI9
    /Cmssq8
    /CMSSQ8
    /Cmssqi8
    /CMSSQI8
    /Cmsy10
    /CMSY10
    /Cmsy5
    /CMSY5
    /Cmsy6
    /CMSY6
    /Cmsy7
    /CMSY7
    /Cmsy8
    /CMSY8
    /Cmsy9
    /CMSY9
    /Cmtcsc10
    /CMTCSC10
    /Cmtex10
    /CMTEX10
    /Cmtex8
    /CMTEX8
    /Cmtex9
    /CMTEX9
    /Cmti10
    /CMTI10
    /Cmti12
    /CMTI12
    /Cmti7
    /CMTI7
    /Cmti8
    /CMTI8
    /Cmti9
    /CMTI9
    /Cmtt10
    /CMTT10
    /Cmtt12
    /CMTT12
    /Cmtt8
    /CMTT8
    /Cmtt9
    /CMTT9
    /Cmu10
    /CMU10
    /Cmvtt10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Dcb10
    /Dcbx10
    /Dcbxsl10
    /Dcbxti10
    /Dccsc10
    /Dcitt10
    /Dcr10
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EuroSig
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KozGoProVI-Medium
    /KozMinProVI-Regular
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /MyriadPro-Black
    /MyriadPro-BlackIt
    /MyriadPro-Bold
    /MyriadPro-BoldIt
    /MyriadPro-It
    /MyriadPro-Light
    /MyriadPro-LightIt
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomDGR-Bold
    /NimbusRomDGR-BoldItal
    /NimbusRomDGR-Regu
    /NimbusRomDGR-ReguItal
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SimHei
    /SimSun
    /SimSun-PUA
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


