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1. 

DATA-AGNOSTIC METHODS AND SYSTEMS 
FOR RANKING AND UPDATING BELIEFS 

TECHNICAL FIELD 

The present disclosure is directed to computational sys 
tems and methods that utilize data-agnostic user feedback to 
update or rank beliefs for a user. 

BACKGROUND 

Users know what they like and dislike about an enter 
prise’s products or services, and users know why they 
continue to use or purchase services or products offered by 
an enterprise. A user can be any individual or organization 
that uses or purchases services, items, or products offered for 
use or sale by an enterprise. Enterprises refer to the knowl 
edge of how a user perceives the services, items, or products 
they provide as user feedback. User feedback regarding 
certain services or products can be obtained directly from a 
users answers to Survey questions or user feedback can be 
gleaned indirectly by tracking a user's behavior. Enterprises 
recognize that incorporation of user feedback may greatly 
enhance an enterprise’s understanding of user challenges 
and amplify the ability of an enterprise to target services or 
products to particular users. As a result, most enterprises that 
sell services or products, consider collecting and assessing 
user feedback to be a crucial aspect of increasing sales by 
developing and targeting services or products to individual 
users. Enterprises typically use computational recommender 
engines in an attempt to predict a user's preference for a 
particular service, item, or product. However, typical rec 
ommender engines target only optimal personalized recom 
mendation generation for a network of diverse users in 
item/social element preferences based on the user's common 
past behavioral patterns or on the service, item, or product 
characteristics in order to recommend services, items, or 
products with similar properties. Enterprises and other enti 
ties that offer services or products to users continue to seek 
efficient and reliable input to recommendation engines in 
order to better assess user feedback and predict user pref 
erences for the services or products they offer to users. 

SUMMARY 

This disclosure is directed to computational, closed-loop 
user feedback systems and methods for ranking or updating 
beliefs for a user based on user feedback. A belief may be 
characterized by a statement, truth, law, or expert knowledge 
about any service or product in use or used by a user, or any 
of these statements, truths, laws, or expert knowledge 
learned data-agnostically before incorporation of user feed 
back or after when updated. The systems and methods are 
based on a data-agnostic user feedback formulation that uses 
user feedback to automatically rank beliefs for a user or 
update the beliefs so that the ranked or updated beliefs may 
be input to any recommender engine. The ranked or updated 
beliefs enable any recommender engine to output user 
recommendations that are targeted to user interest and 
preferences. Specifically, the methods and systems may be 
used for products that contain recommending modules func 
tioning on data-learned or prior beliefs at customer envi 
ronments. The methods and systems are based on a general 
statistical inference model, which, in turn, is based on an 
assumption of convergence in user opinion. By using the 
closed-loop user feedback methods and systems to rank or 
update beliefs for the user prior to inputting the beliefs to a 
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2 
recommender engine, the recommender engine is more 
responsive to customer environments and efficient at deploy 
ment and reducing the level of unnecessary user recommen 
dations. 

DESCRIPTION OF THE DRAWINGS 

FIG. 1 shows a general architectural diagram for various 
types of computers. 

FIG. 2 shows an example interval with beliefs. 
FIG.3 shows an example of a survey question used obtain 

a user's level of satisfaction. 
FIG. 4 shows a plot of feedback statistics for fives beliefs 

measured at six different times. 
FIG. 5 shows a plot of linear and exponential weight 

functions. 
FIG. 6 shows an example histogram for thirty weighted 

statistics with four subintervals of an interval 0.1. 
FIG. 7 shows an example of a flow diagram of a com 

putational method in which closed-loop feedback methods 
for ranking or updating beliefs are used to generate user 
recommendations. 

FIG. 8 shows a flow-control diagram of the routine “rank 
beliefs' called in block 703 of FIG. 7. 

FIG. 9 shows a flow-control diagram of the routine 
“update beliefs' called in block 703 of FIG. 7. 

FIG. 10 shows an example dynamic normalcy graph 
(DNG). 

FIG. 11 shows a table of example user feedback associ 
ated with the DNG shown in FIG. 10. 

FIG. 12 shows a table weighted statistics associated with 
the user feedback shown in FIG. 11. 

FIG. 13 shows mathematical calculation of weighted 
statistic values one column the table shown in FIG. 12. 

FIG. 14 shows an example of an updated DNG of the 
DNG shown in FIG. 10. 

FIGS. 15A-15D show tables of confidences and rankings 
of books and films obtained using the closed-loop feedback 
methods. 

DETAILED DESCRIPTION 

This disclosure presents computational systems and meth 
ods for updating or ranking beliefs for a user prior to 
inputting the beliefs to a recommender engine. A belief may 
be characterized by a statement, truth, law, or expert knowl 
edge about any service or product in use or used by a user, 
or any of these statements, truths, laws, or expert knowledge 
learned data agnostically before incorporation of user feed 
back or after when updated. The recommender engine can be 
any recommendation generation system or apparatus used 
by an enterprise to target additional services or products to 
a user. The systems and methods are based on a data 
agnostic, closed-loop user-feedback formulation in which 
user feedback is used to automatically update or rank the 
beliefs. 

It should be noted, at the onset, that the currently dis 
closed computational methods and systems for closed-loop 
user-feedback ranking or updating beliefs for a user are 
directed to real, tangible, physical systems and the methods 
carried out within physical systems, including client com 
puters and server computers. Those familiar with modern 
Science and technology well appreciate that, in modern 
computer systems and other processor-controlled devices 
and systems, the control components are often fully or 
partially implemented as sequences of computer instructions 
that are stored in one or more electronic memories and, in 
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many cases, also in one or more mass-storage devices, and 
which are executed by one or more processors. As a result 
of their execution, a processor-controlled device or system 
carries out various operations, generally at many different 
levels within the device or system, according to control logic 
implemented in the stored and executed computer instruc 
tions. Computer-instruction-implemented control compo 
nents of modern processor-controlled devices and systems 
are as tangible and physical as any other component of the 
system, including power Supplies, cooling fans, electronic 
memories and processors, and other Such physical compo 
nentS. 

FIG. 1 provides a general architectural diagram for vari 
ous types of computers. The internal components of many 
Small, mid-sized, and large computer systems as well as 
specialized processor-based storage systems can be 
described with respect to this generalized architecture, 
although each particular system may feature many addi 
tional components, Subsystems, and similar, parallel systems 
with architectures similar to this generalized architecture. 
The computer system contains one or multiple central pro 
cessing units (“CPUs) 102-105, one or more electronic 
memories 108 interconnected with the CPUs by a CPU/ 
memory-subsystem bus 110 or multiple busses, a first bridge 
112 that interconnects the CPU/memory-subsystem bus 110 
with additional busses 114 and 116, or other types of 
high-speed interconnection media, including multiple, high 
speed serial interconnects. The busses or serial interconnec 
tions, in turn, connect the CPUs and memory with special 
ized processors, such as a graphics processor 118, and with 
one or more additional bridges 120, which are intercon 
nected with high-speed serial links or with multiple control 
lers 122-127, such as controller 127, that provide access to 
various different types of computer-readable media, Such as 
computer-readable medium 128, electronic displays, input 
devices, and other Such components, Subcomponents, and 
computational resources. The electronic displays, including 
visual display Screen, audio speakers, and other output 
interfaces, and the input devices, including mice, keyboards, 
touch screens, and other Such input interfaces, together 
constitute input and output interfaces that allow the com 
puter system to interact with human users. Computer-read 
able medium 128 is a data-storage device, including elec 
tronic memory, optical or magnetic disk drive, USB drive, 
flash memory and other Such data-storage devices. The 
computer-readable medium 128 can be used to store 
machine-readable instructions that encode the computa 
tional methods described below and can be used to store 
encoded data, during Store operations, and from which 
encoded data can be retrieved, during read operations, by 
computer systems, data-storage systems, and peripheral 
devices. 

Data-Agnostic Closed-Loop Feedback Methods for 
Ranking or Updating Beliefs 

Begin by assuming a set of beliefs have been collected 
from data representing a system at the user. In a data 
agnostic management approach of systems, beliefs are 
applied directly without user experience or expertise of 
direct or indirect feedback consideration. 

Let 

B={B, B2, ..., B} (1) 
be an initial set of n beliefs associated with a user. Each 
belief B, in the set of beliefs B represents a statement, truth, 
law, or expert knowledge about any service or product in use 
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4 
by a user or any statement, truth, law, or expert knowledge 
learned data agnostically about any service or product in use 
by a user. A belief may also, in certain situations, be 
represented by a probability. For example, each belief B, 
may be a value in the interval [0,1] (i.e., 0<Bs1) with “1” 
representing a maximum confidence in a statement, truth, 
law, or expert knowledge about any service or product in use 
by the user. 

FIG. 2 shows an example of an interval between 0 and 1 
represented by a line 202. Directional arrows points to 
values of five beliefs B. B. B. B., and B in the interval 
0,1, which indicate preferences a user has for five different 
services, items, or products offered by an enterprise. In 
particular, the belief Bs represents a low probability the user 
will prefer the 5th service, item, or product offered by the 
enterprise, and the belief B represents a high probability the 
same user will prefer the 4th service, item, or product offered 
by the enterprise. 

Let 

be a set offeedback statistics on the belief B, where K is 
an integer number of feedback statistics, f(B), on the belief 
B. Each feedback statistic f(B) in the set of feedback 
statistics corresponds to a value in the interval 0.1. Feed 
back statistics regarding a belief can be directly or indirectly 
collected. Direct collection of feedback statistics may be 
obtained using a Survey in which a users answers to Survey 
question(s) may be translated into a feedback statistic in the 
interval 0.1. 

FIG. 3 shows an example of a survey question that may 
be asked to obtain a user's level of satisfaction with a 
particular item provided by an enterprise to the user. The 
user is presented with a survey question “How satisfied are 
you with the item?' The user may then select one of the five 
answers 302 that indicate the user's level of satisfaction. The 
five answers 302 are associated with feedback statistics 304 
represented by numerical values in parentheses that lie in the 
interval 0.1. For example, the user has filled in the bubble 
306 which indicates that the user is “very satisfied with the 
item provided by the enterprise and, in turn, corresponds to 
a feedback statistic 0.75308. For this particular example, the 
feedback statistic has a feedback resolution of five, which 
corresponds to the number of ways the user may express a 
level of satisfaction. The “like/dislike' feedback survey 
represents the most extreme case in collecting user feedback 
because there are only two ways a user may indicate their 
level of satisfaction. In this case, the feedback resolution is 
two with no intermediate values that may used to indicate 
varying degrees of user satisfaction. 

Alternatively, indirect collection of feedback statistics 
may be obtained by tracking a user's activities over time as 
these activities relate to specific beliefs. Any indirect feed 
back that can be tracked over time may also be translated to 
the interval 0.1. For example, the number of times a user 
selects particular services offered by an enterprise may be 
counted and normalized to determine the feedback statistic 
for each service. 

In the following description, the feedback statistics are 
processed in order to calculate a confidence, C(B), associ 
ated with each belief B. The confidence associated with 
each belief is then used to calculate a rank, R(B), for each 
belief. The rank associated with each belief enables the 
beliefs to be placed or listed in rank order. The ranked beliefs 
may then be used to adjust basic data-agnostic usage of the 
beliefs. For example, beliefs with very low confidences or 
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ranks may be removed from the set of beliefs or used with 
low “weight' when formulating a recommendation based on 
the belief. 

It should be noted that the feedback statistics for different 
beliefs are independent of each other. An extension of this 
concept accounts for correlated feedback statistics regarding 
different beliefs. 
Now consider a collection of feedback statistics associ 

ated with a belief B, collected over time to form set of 
time-dependent feedback statistics denoted by 

where f(t.B.) represents a level of satisfaction in the interval 
0,1 at time t. In particular, f(t.B.) F1 denotes full satis 
faction at time t and f(tB)=0 denotes complete dissatis 
faction at time t. The set of feedback statistics F(B) may 
represent user feedback in the form of answers to questions 
regarding the user's degree or level of satisfaction with the 
recommendation related to the belief B. Each feedback 
statistic f(B) has a value in the interval 0.1 (or quantized 
to 1 degrees within the interval) at a different time, t, when 
addressing the belief B. 

FIG. 4 shows a plot of feedback statistics associated with 
fives beliefs measured at six different times. Vertical axis 
402 represents feedback statistics f(B) with values in the 
interval 0.1. Axis 404 represents time with six different 
times denoted by t, t t t ts, and t, and axis 406 
represents beliefs with five beliefs B. B. B. B., and Bs. 
Bars extending perpendicular from the time-belief plane 
present feedback statistics associated with each belief col 
lected at one of the six times. For example, bar 408 repre 
sents the feedback statistic f(B). The varying height of the 
bars as indicated by dashed lines, such as dashed lines 410. 
represent how feedback statistics associated with a particular 
belief may vary with time. For example, the feedback 
statistic associated with the belief B vary over time but the 
variation does not indicate that the level of satisfaction 
represented by the feedback statistics is trending up or down. 
By contrast, the feedback statistics associated with the belief 
Bs are trending upward over time, which may indicate that 
the user's level of satisfaction with the belief Bs is increasing 
over time. 

Based on the set of feedback statistics F(B) a conver 
gence evaluation in user opinion is made and a confidence 
value C(B) is calculated, which can be incorporated into the 
existing analysis in order to tune recommendation perfor 
mance. The confidence value C(B) supports the degree of 
validity of the initial belief B. The model used to calculate 
the rank or update beliefs as described below is predicated 
on three postulates: 

1) The posting of feedback statistics is assumed to be a 
process with increasing degree of importance with respect to 
time (in particular, an independent and identically distrib 
uted process); 

2) When there is no convergence in user feedback statis 
tics, the beliefs are not updated: 

3) When there is a convergence to some degree of user 
feedback, the beliefs are updated according to the corre 
sponding calculated confidence value. 
The feedback convergence is estimated by processing the 

feedback statistics with weighted importance based on time 
and measuring the uncertainty. In other words, if the con 
fidence is low enough, a bias in weighted opinion statistics 
is estimated. Weighted statistics of a past series of feedback 
statistics may be calculated at each time instant using: 
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k (4) 

X w(t)f(B) 
S(f(B) = 1 

2, w(t) 

where w(t) is a weight function. 
The weighted statistic values lie within the interval 0,1 
(i.e., 0<S(f(B))<1). The weight function ranges from 0 to 
1 over a domain 0 to t. The weight function is selected to 
place more weight or influence on feedback statistics col 
lected later in time than on feedback statistics collected 
earlier in time. In other words, the weight function is 
selected to give the feedback statistic f(B) more weight in 
Equation (4) than the feedback statistic f(B), where 
Ost.<tist. As a result, the weighted statistic given by 
Equation (4) is a time-dependent weighted mean of the 
feedback statistics collected over time between 0 and t with 
more weight placed on feedback Statistics collected later in 
time. An example of a weight function w(t) that places more 
weight on feedback statistics collected later in time is an 
exponential weight function given by: 

for r = k 1 (5) 
w(t) = { eikr) for r < k 

Alternatively, another example of a weight function w(t) 
that places more weight on feedback statistics collected later 
in time is a linear weight function given by: 

(6) 

where Ostist. 
FIG. 5 shows a plot of the exponential weight function in 

Equation (5) and a plot of the linear weight function in 
Equation (6). Horizontal axis 502 represents time t, and 
vertical axis 504 represents the value of the weight function 
w(t), which ranges from 0 to 1. Curve 506 represents the 
exponential function given by Equation (5), and dashed line 
represents the linear function given by Equation (6). Both 
weight functions are 0 at time 0 and increase to a value of 
1 at time t. In other words, the weight functions represented 
by Equations (5) and (6) place more weight on feedback 
statistics collected later in time than on feedback statistics 
collected earlier in time with the most current weight w(t) 
having a value of 1. 

Let 

be a set of weighted statistics obtained over a time interval 
from 0 to t. The weighted Statistic values range over the 
interval 0.1, which is divided into 1 subintervals. The 
weighted statistics in the set of weighted statistics S(B) are 
binned according to which subinterval of the interval 0,1 
the weighted statistics values fall within. The number of 
subintervals 1 of the interval 0.1 corresponds to the reso 
lution of the requested feedback statistics. For example, if 
binary like/dislike user feedback is expected, then l=2 is 
selected. In this case, the feedback statistics may be 0 or 1 
and the interval 0.1 may be partitioned into two subinter 
vals 0,0.5) and 0.5.1. On the other hand, if 5 possible 
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feedback statistics are expected, then l=5 is selected. In this 
case, the feedback statistics may be 0, 0.25, 0.5,0.75, and 1. 
as described above with reference to the example survey 
question of FIG. 3, and the interval [0,1] may be partitioned 
into five subintervals 0,0.20), 0.20,0.40), 0.40,0.60), 5 
0.60,0.80), and 0.80,1). Note that the subintervals do not 
have to be of the same length. 

FIG. 6 shows an example distribution/histogram for 30 
weighted statistics binned into four subintervals (i.e., l=4) of 
the interval [0,1]. Horizontal axis 602 represents the interval 10 
0,1, and vertical axis 604 represents the frequency at which 
the weighted statistics occur within four subintervals iden 
tified by subinterval index r-1, 2, 3, and 4. Solid dots, such 
as dot 606, represent 30 weighted statistics in a set S(B.) 
(i.e., K=30) with values that lie within each of the four 15 
subintervals. For example, five of the 30 weighted statistic 
values in the set S(B) lie within subinterval r=1. The 
fraction of weighted statistics that lie within each subinterval 
are normalized frequencies denoted by h. In other words, in 
general, X, "h, 1. The normalized frequencies for each of 20 
the subintervals represented in FIG. 6 are given by: 

25 

The uncertainty in the weighted Statistics of Equation (4) 
may be determined by calculating the entropy of the nor 
malized frequencies: 

30 

(8) 
H(S(B)) = -Xh,logh, 

El 

35 

where 

X. h.-1. - - 

Note that the entropy calculated according to Equation (8) 
satisfies the condition 40 

Next, confidence in a belief B, is calculated based on the 
entropy. When the entropy H(S(B)) is less than or equal to 
an uncertainty threshold denoted by U (i.e., H(S(B))sU), 
the uncertainty in the feedback statistics associated with the 
belief B, is low and the confidence in the belief B, may be 
calculated as a function of the entropy as follows: 

45 

On the other hand, when the entropy H(S(B)) is greater than 
the uncertainty threshold U (i.e., H(S(B))>U), the uncer 
tainty in the feedback statistics associated with the belief B, 
is high and the confidence is given by: 55 

C(B)=0 (10) 

An example of a suitable value for the uncertainty threshold 
is: 

60 

1 1 2 2 
U = - slogs logs 

(11) 

The uncertainty threshold characterized by Equation (11) 
corresponds to a histogram of weighted Statistics in which 
1-2 subintervals of the interval 0.1 contain 0 weighted 

65 

8 
statistics and two other Subintervals have /3 and 2/3 of the 
weighted Statistics, respectively, which is a case of high 
uncertainty in feedback statistics (i.e. there is no conver 
gence in user opinion) and the corresponding confidence 
should be the minimum (i.e., C(B)=0). 
Now let 

1 A (12) 
mcha)=XS(f(B)) 

k=1 

which is the average of the weighted statistics in the set 
S(B). Let 

h, max{h 1, ..., h} (13) 

which is the mode of the histogram. In other words, the 
mode he of the histogram of the set S(B.) is the largest 
normalized frequency of weighted Statistics and corresponds 
to the Subinterval, called the modal subinterval, with the 
largest number of weighted Statistics. The mode his takes 
into account the degree of importance in time of the 
weighted statistic values that lie within the modal subinter 
val of the histogram. When the uncertainty H(S(B)) is less 
than or equal to the uncertainty threshold U (e.g., U--/3 log, 
'/3-2/3 log 2/3) the confidence C(B) is calculated according to 
Equation (9) by checking which subinterval contains the 
bias in uncertainty. The subinterval with the largest bias in 
uncertainty corresponds to the mode of the histogram, h. 

Each of the beliefs in the set B in Equation (1) may be 
ranked according to each beliefs associated confidence 
using 

where the parameter a is selected as follows: 

if C(B) = 0 1 (15) 
to if C(B) > 0 

Equation (14) gives a list of beliefs ranked according to 
associated feedback-based confidences. Another option is to 
have a sensitivity parameter regulating the selection of a, 
thus balancing between the prior ranking of the belief and its 
post-feedback ranking. 

Alternatively, for specific applications, updated beliefs 
may be calculated as a function of the corresponding con 
fidence C(B), the original belief B, and a respective feed 
back-based belief denoted by B?. Each original belief B, in 
the set B may be updated by setting a feedback-based belief 
B, equal to the average m(h) of the weighted statistics in 
the set S(B): 

max) 

A new updated belief is then calculated according to 

B', a B+(1-a). By (17) 
where the parameter a is determined as described in 

Equation (15). 
The updated belief B', may be used to replace the belief B, 
in the set B. 
The ranked or updated beliefs may then be input to a 

recommender engine that generates targeted user recom 
mendations based on the ranked or updated beliefs. FIG. 7 
shows an example of a flow diagram of a computational 
method in which closed-loop feedback methods for ranking 



US 9,466,031 B1 
9 

or updating beliefs are used to generate user recommenda 
tions. In block 701, a set of beliefs B described above with 
reference to Equation (1) is received. In block 702, feedback 
statistics F(B) are collected for each of the n beliefs in the 
set B, as described above with reference to Equations (2) and 
(3) and FIGS. 3 and 4. In block 703, a routine “rank beliefs' 
may be called or a routine “update beliefs' may be called 
depending on whether ranked beliefs are desired or updated 
beliefs are desired. The routine “rank beliefs' outputs a list 
of ranked beliefs as described below with reference to FIG. 
8, and the routine “update beliefs' outputs an updated set of 
beliefs as described below with reference to FIG. 9. In block 
704, the list of ranked beliefs generated by the routine “rank 
beliefs,” or the set of updated beliefs generated by the 
routine "update beliefs' is input to a recommender engine. 
The recommender engine can be any computational recom 
mendation generation system used to recommend targeted 
services or products to users. In block 705, the recommender 
engine generates user recommendations based on the ranked 
beliefs or the updated beliefs received as input. 

FIG. 8 shows a flow-control diagram of the routine “rank 
beliefs' called in block 703 of FIG. 7. In block 801, a set of 
n beliefs B and feedback statistics {F(B)}" are received. 
In block 802, a for-loop repeats the computational opera 
tions of blocks 803-805 for each of the n beliefs in the set 
B. In block 803, a for-loop repeats the computational opera 
tions of blocks 804 and 805 for each feedback statistic f(B.) 
in the set of feedback statistics F(B) described above with 
reference to Equation (3). In block 804, a weighted statistic 
S(f(B)) is calculated. The weighted statistic may be calcu 
lated as described above with reference to Equation (4). The 
weight function used to calculate the weighted Statistic 
places more weight on feedback statistics collected later in 
time than on feedback statistics collected earlier in time. In 
block 805, the method repeats the computational operation 
of block 804 for another feedback statistic in the set F(B) 
until a weighted statistic has been calculated for each of the 
feedback statistics in the set F(B). The weighted statistic 
calculated according to blocks 804 and 805 form a set of 
weighted statistics S(B) as described above with reference 
to Equation (7). In block 806, normalized frequencies are 
calculated for the set of weighted statistics based on the 
resolution 1 of the feedback statistics, as described above 
with reference to Equation (7) and FIG. 6. In block 807, the 
entropy H(S(B)) of the set of weighted statistics is calcu 
lated based on the normalized frequencies according to 
Equation (8). In decision block 808, when the entropy H( 
S(B)) is less than an uncertainty threshold U, control flows 
to block 809, otherwise, control flows to block 810. The 
uncertainty threshold may be the uncertainty threshold given 
in Equation (11). In block 809, a confidence value C(B) may 
be calculated according to Equation (9) described above. In 
block 810, the confidence value C(B) is set to zero. In block 
811, an average m(h) of the weighted Statistics in the set 
S(B.) is calculated according to Equation (12). In block 812, 
when the confidence value C(B) is greater than Zero, control 
flows to block 813, otherwise, control flows to block 814. In 
block 813, a parameter a is assigned the confidence value 
C(B), and in block 814, the parameter a is assigned the 
value Zero, as described above with reference to Equation 
(15). In block 815, the parametera and the average m(h) 
are used to calculate a rank R(B.) according to Equation 
(14). In decision block 816, the method repeats the compu 
tational operations of blocks 803-815 for another belief in 
the set B until a rank has been calculated for each of the 
beliefs in the set B. 
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10 
FIG. 9 shows a flow-control diagram of the routine 

“update beliefs' called in block 703 of FIG. 7. Blocks 
901-911 carry out the same operations as blocks 801-811 of 
the routine “rank beliefs' described above with reference to 
FIG.8. In block 912, a feedback-based belief B, is assigned 
the value of the average m(h) calculated in block 911, as 
described above with reference to Equation (16). Blocks 
913–915 set the value of the parameter a as described in 
corresponding blocks 812-814 of FIG. 8. In block 916, an 
updated belief B', is calculated according to Equation (17) 
based on the parameter a, the current or original belief B. 
and the feedback-based belief B/. In block 917, the current 
belief B, is replaced by the updated belief B'. In decision 
block 918, the method repeats the computational operations 
of blocks 903-917 for another belief in the set B until all of 
the beliefs have been updated. 

Applications 

Several areas of applications where the closed-loop feed 
back methods described above may be incorporated to 
strengthen an enterprise's capabilities in managing compu 
tational services and products are described. For example, 
the closed-loop feedback methods described above may be 
using by enterprises that offer data storage and cloud com 
puting services. These enterprises may be data centers with 
large information technology (IT) infrastructures and use 
virtual machines (“VM) to provide data storage and com 
puting services. As a result, having the relevant medium for 
feedback collection, the enterprise is then able to present 
prototype results for the customer environments. 

1. Root cause detection. The problem of root cause 
determination is a crucial element in IT infrastructure man 
agement products. The recommendations for root cause 
localization are generated based on beliefs, such as corre 
lations of anomaly event Sources, learned from the infra 
structure. However, the enterprise does not ask the users 
whether the recommendation was helpful or what the degree 
of their satisfaction is. Feeding the mentioned (or any 
implemented) engine with user feedback at each time point 
allows for a re-rank of the basic beliefs and balances the 
beliefs to produce a more effective list of root causes with 
adjusted likelihoods. 

2. Metric space/complexity reduction. Monitoring and 
Surveillance of modem IT infrastructures is a complex task. 
Currently, techniques for monitoring IT infrastructures use a 
strategy of applying dimensionality reduction methods. Such 
as applying "principal component analysis,” to Substantially 
lower the complexity of computations. This reduction may 
be pushed further with user feedback rankings against 
impacts of different metrics or a group of metrics on the 
whole system. To state simply, the methods described elimi 
nate low weight metrics/groups from the products analytics 
engine. 

3. False positive alarm reduction. Generation of alarms 
and alerts of different severity is the cornerstone recommen 
dation instrument that an operations manager applies, such 
as a VM operations manager. Sometimes the level of false 
positive alarms is high at specific customer environments. 
Moreover, the alerts generated by the manager may indicate 
not only system performance issues but also change indica 
tions that may not be of interest to the user. Incorporated 
feedback statistics processing may help reduce this kind of 
noise for customers. The corresponding alarm and alert 
recommendations may be ranked according to the methods 
described above, which may dramatically change the current 
state of the product at the costumer's environment. Essen 
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tially, this is an application related to problem-oriented alert 
recommendation generation by feedback-enabled dynamic 
normalcy bounds analysis for time series data. 

4. Log analysis. This is an application related to abnor 
mality detection at cloud environments by fundamental 5 
structures extraction in logs files. The method described 
above is expanded in order to address abnormality detection 
in log files in the next subsection. 

5. Optimized task execution. This is a problem area 
related to log file analysis, where a user's indirect feedback 10 
can be tracked. In particular, facing an error type event the 
user executes some tasks to remedy the system. This infor 
mation on relations of various error events and tasks may 
optimize the execution of those tasks appropriately ranked 
according to the methods described above as the best 15 
priority recommendations. 

6. Automatic execution of migration. If a compute cluster 
is fully automated, VMs that join the cluster on appropriate 
hosts and migrate running VMs between hosts may be 
placed on as needed in order to ensure the best possible use 20 
of cluster resources. The migration threshold varying from 
Conservative to Aggressive controls this automatic move 
based on some best practices or beliefs. Tracking the hosts’ 
behavior (which in this case would be considered the end 
recipient of the actions) in terms of their responses in 25 
migration enables prior beliefs to rank according to the 
methods described above and makes the migration threshold 
dynamic suitable for the deployment environment. Another 
source of feedback information might be employed to revise 
the DRS affinity rules for placement of VMs on hosts. 30 
Namely, the statistics from performance issues at the cluster 
associated with certain VMs allow ranking the prior affinity 
rules for VMs. In that way, the original affinity rules would 
be effective in trade-off with performance of the infrastruc 
ture, thus enabling dynamic consideration of modified and 35 
new affinity rules. 

7. Social-media platform for virtualization management. 
This application relates to organizing a virtual environment 
into a social network of its own. This kind of social 
interaction between humans, hosts, VM's, and servers, is a 40 
repository of feedback information that may be turned into 
knowledge improving social network tools and efficiency of 
Such platforms. Consider, for example, a canonical design 
where an administrator follows the virtual server, the virtual 
server in turn follows hosts, and the hosts follow VMs. 45 
Processing the like/dislike interaction within this hierarchi 
cal tree using the close-loop feedback methods described 
above may highlight the most unbalanced social links in the 
network by ranking the links in terms of confidences among 
users. That will imply recommendations towards improve- 50 
ment of Social health with an indication of relevant network 
sectors to better virtualization management. 

Application of Closed-Loop Feedback Methods to 
Anomaly Detection in Data Logs Files 55 

In this subsection, the method described above is applied 
to data-agnostic analysis concerns that arise in anomaly 
detection in log files via Dynamic Normalcy Graphs 
("DNGs”). The DNG is the log data stream's historical 60 
footprint of common probabilistic behavior of event types 
that result from all possible event sources. 

In the following discussion, the methods described above 
are applied to DNGs. DNGs may be determined according 
to the methods described in U.S. patent application Ser. No. 65 
13/960,611, filed Aug. 7, 2013 owned by VMWare Inc. In 
summary, the goal is to enhance the efficiency of the DNG 

12 
as a causation tool via processing of user feedback statistics 
on correlation breakage alarms, which may be performed by 
evaluating the confidences of each correlation (i.e., belief) in 
a DNG from the statistics and apply it in computation of 
abnormality degree of a data stream. The result is an update 
of the conditional probabilities in DNG. 
A DNG is a collection of beliefs that correspond to the 

edges of the DNG. Each belief is represented by a condi 
tional probability P(ii) from node j to node i, as described 
in U.S. patent application Ser. No. 13/960,611. In the 
following discussion, the beliefs (i.e., edges of a DNG) are 
denoted by B, P(ilj). 
A user is asked to answer survey questions regarding the 

level of the user satisfaction (with resolution 1) by abnor 
mality recommendation regarding missing event types 
which are related to the belief B, The user provides 
feedback statistics with values in the interval 0.1. For the 
sake of simplicity, in the following example, it is assumed 
that the feedback resolution is 1–3 and the quantized feed 
back subintervals of the interval [0,1] are (0,0.25), 0.25, 
0.75), and 0.75.1 at each time t when facing breakage in 
the belief B. As a result, the feedback statistics for the 
belief B, is given by: 

where a feedback statistic of 1 corresponds to full satisfac 
tion and 0 corresponds to complete dissatisfaction. 

Based on F(B) a convergence evaluation in user opinion 
is made and a confidence C(B) is output, which can be 
incorporated into an existing abnormality analysis to tune 
the analysis performance (an optimization of false positive 
alarms). The confidence C(B) supports the degree of 
validity of the initial belief B, and leads to a new DNG 
based mismatch calculation. In other words, an updated 
conditional probability P'(ii) may be obtained as a combi 
nation of the original DNG belief B, and a belief obtained 
from feedback processing. 

If there is a convergence to some degree of user satisfac 
tion in the recommended beliefs, then the basic conditional 
probabilities are updated for further usage in anomaly detec 
tion with their confidences. The original conditional prob 
abilities may increase or decrease as new beliefs about the 
system are incorporated. Correspondingly, the role updated 
conditional probabilities in abnormality (mismatch) compu 
tation may change. 
The entropy H(S(B)) is calculated according to Equation 

(8). In the case of comparably large entropy in which 

2 - 

1 - slog2s H(S(B.)s 1 

there is no convergence in the feedback statistics and hence 
the system has no update. The uncertainty threshold 1-2/3 
logs 2 is obtained from Equation (11) for 1=3 and corre 
sponds to the case in which the normalized frequencies are 
h=0, h; 4, and hs %. If the entropy H(S(B)) is smaller 
than 1–% logs 2, then the confidence C(B) is calculated by 
checking which subinterval contains a largest bias in the 
uncertainty. The bias is determined by the mode of the 
histogram h, max{hh...hs}. 

Let m(h) be the average of the weighted statistic values 
S(f.(B)) calculated according to Equation (12) and corre 
spond to the mode hi. The confidence of B, is determined 
by the entropy according to 
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when 

2 
H(S(B)) < 1 - slog2 

On the other hand, when 

the confidence in the user feedback is given by 

According to Equation (16), when the confidence C(B) is 
a positive value, a feedback-based belief is given by: 

Bf-m(h) 
The feedback-based belief B, f also corresponds to a feed 
back-based conditional probability P(ilj). As a result, the 
feedback-based conditional probability is also given by 

Using Equation (17) above, the edges, or conditional prob 
abilities, of the DNG can be updated using 

where the parameter a satisfies the conditions given in 
Equation (15) above. 

Experimental Results 

FIG. 10 shows an example of a DNG. In the example of 
FIG. 10, the edges 1001, 1002, and 1003 represent beliefs 
that are conditional probabilities given by B, P(112)=1, 
B. P(24)=0.8, and Bas-P(43)=0.8, respectively. Calcu 
lation of the conditional probabilities depicted as edges in a 
DNG for log data files is described in U.S. patent application 
Ser. No. 13/960,611. In this example, user feedback has been 
obtained and is presented in a user feedback table shown in 
FIG. 11 at consecutive time instants. For example, the 
value 0.5 in table entry 1101 represents a feedback statistic 
f(B)=0.5 and the 0.15 in table entry 1102 represents a 
feedback statistic f(B)=0.5. FIG. 12 shows a table of 
weighted statistics of the user-feedback data displayed in the 
table shown in FIG. 11. The entries in the table of FIG. 12 
are calculated using the weighted Statistic given by Equation 
(4) with exponential weight functions given by Equation (5). 
FIG. 13 illustrates mathematical calculation of the weighted 
statistic values in column 1202 using Equation (4) with the 
exponential weight function (5). Using a feedback resolution 
l=3 and quantized feedback Subintervals of the interval 0,1 
are 0,0.25), 0.25,0.75), and 0.75,1], the normalized fre 
quencies for the entries in the table of FIG. 12 are given as 
follows: 

For Ba: 
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14 
For B: 

th. h. h.)={0} 
For Bas: 

Using Equation (8), the entropies in the feedback statistics 
for each of the beliefs are 

Because H(S(B))>1-24 logs 2-0.57, there is a large uncer 
tainty in the feedback statistics F(B). As a result, the belief 
Ba is not updated. On the other hand, because the entropies 
H(S(B)) and H(S(B)) are both less than 1-24 logs 
2-0.57, the beliefs B, and B may updated as follows: 
For B, an updated belief B", or updated conditional 
probability P(12), is calculated as follows: 

Similarly, for Bs, an updated belief B's, or updated 
conditional probability P(423), is calculated as follows: 

0.8 hma = max, 5. O} 

FIG. 14 shows an example of an updated DNG of the 
original DNG shown in FIG. 10. Edges 1401-1403 corre 
spond to edges 1001-1003 of the DNG shown in FIG. 10. 
The edge 1402 corresponds to original edge 1002 which is 
not updated because H(S(B))>1-24 logs 2-0.57 as 
explained above. The belief associated with edge 1401 
corresponds to original edge 1001 which has decreased even 
though the feedback is positive but the feedback was not 
perfect, which corresponds to the original belief of 1. The 
belief associated with edge 1403 corresponds to original 
edge 1003 which has decreased to less than 0.5 and may be 
removed from the updated DNG as indicated by a dashed 
directional arrow. 
The methods described above were also tested on two 

public databases of consumer ratings for books and films. 
The results are displayed in four tables shown in FIGS. 
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15A-15D. In these cases, prior recommendations for items 
are equally ranked. In other words, all the books and films 
listed in the tables shown in FIGS. 15A-15D included in 
initial belief of 1 until user feedback modified this initial 
assumption. All of the tables include a column of confi 
dences calculated as described above and the tables in FIGS. 
15A and 15C include a rank calculated as described above. 
Note that two categories of item lists were produced, one for 
items with converged user opinion (positive confidence) and 
the other with uncertain results. For the uncertainty results, 
the rank is not shown, and they have the same prior ranks 
equal to 1 which are represented in the tables of FIGS. 15B 
and 15D. In the experiments the ratings interval had quan 
tization feedback resolution level of 1–3. 

For the book ratings in the tables of FIGS. 15A and 15B, 
the experiment was performed on the book ratings data from 
http://www.informatik.uni-freiburg.de/-cziegler/BX/. The 
methods described above received as input 600,000 ratings 
by 278,859 users on 271,379 books. For the data portion 
shown in FIGS. 15A and 15B, only the set of books that have 
been rated at least 30 times were included in the analysis. 
Note that the ratings time stamps are not available in the 
dataset. Therefore, the temporal weighting is not applied in 
this case. The table shown in FIG. 15A shows the three 
highest ranked books according to the methods above (“Re 
turn of the King,” “Harry Potter and the Goblet of Fire,” and 
“Charlotte's Web’) and three other famous books (“The 
Little Prince,” “Animal Farm,” and “Lolita”) from the 20' 
century that are of high rank but comparably low in overall 
feedback confidence. The three other famous books exhibit 
a larger uncertainty in user feedback, which may be due to 
the fact that the first three works led to popular films. The 
table in FIG. 15B shows books by popular authors that 
exhibit severe disparity in reader opinions. As a result, the 
uncertainty in reader ratings is so high that these books are 
within the most disagreeable items in the analysis, although 
being historically significant. 

For the film ratings in the tables shown in FIGS. 15C and 
15D, the data was obtained from http://www.grouplens.org/ 
node/73, namely the 100k-MovieLens rating database with 
20,000 ratings by 459 users on 1410 movies. The analysis 
was performed only on the films that have been rated at least 
15 times. For comparison, the well-known IMDB rating, 
which varies from 1 to 10, is provided in the tables. The table 
shown in FIG. 15C displays some of the highest ranked 
movies of different eras with distinct confidences. The films 
listed in the table shown in FIG. 15D are examples of films 
with high IMDB rated, including Academy award-winning 
films, but have wildly varying audience opinions, resulting 
in Zero confidence. 

Embodiments described above are not intended to be 
limited to the descriptions above. For example, any number 
of different computational-processing-method implementa 
tions that carry out the methods described above may be 
designed and developed using various different program 
ming languages and computer platforms and by varying 
different implementation parameters, including control 
structures, variables, data structures, modular organization, 
and other Such parameters. 

It is appreciated that the previous description of the 
disclosed embodiments is provided to enable any person 
skilled in the art to make or use the present disclosure. 
Various modifications to these embodiments will be readily 
apparent to those skilled in the art, and the generic principles 
defined herein may be applied to other embodiments without 
departing from the spirit or scope of the disclosure. Thus, the 
present disclosure is not intended to be limited to the 
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16 
embodiments shown herein but is to be accorded the widest 
Scope consistent with the principles and novel features 
disclosed herein. 

The invention claimed is: 
1. A data-processing system comprising: 
one or more processors; 
one or more computer-readable media; and 
a routine stored in the computer-readable media that when 

executed on the one or more processors, 
receives a set of feedback statistics, each feedback 

statistic represents a level of user satisfaction with a 
belief 

calculates weighted Statistics of the feedback statistics; 
calculates an entropy of the weighted Statistics based on 

frequencies of occurrence of the weighted Statistics; 
calculates a confidence value for the belief based on the 

entropy of the weighted statistics associated with the 
belief 

calculates a rank value for the belief based on the 
confidence value and an average of the weighted 
statistics; and 

stores the rank value in the one or more computer 
readable media. 

2. The system of claim 1, wherein the feedback statistics 
further comprises time-dependent feedback statistics col 
lected over time. 

3. The system of claim 1, wherein calculates the weighted 
statistics further comprises calculates a time-dependent 
weighted mean of the feedback statistics. 

4. The system of claim3, wherein calculates the weighted 
statistics further comprises calculates a time-dependent 
weight function that places more weight on feedback sta 
tistics collected later in time that feedback statistics col 
lected early in time. 

5. The system of claim 1, wherein calculates the entropy 
of the weighted statistics further comprises: 

calculates normalized frequencies of the weighted Statis 
tics occurrences in at least one Subinterval of a range of 
the weighted Statistics; and 

calculates an entropy of the weighted Statistics based on 
the normalized frequencies. 

6. The system of claim 1, wherein determines the confi 
dence value based on the entropy further comprises: 

calculates the confidence value as a function of the 
entropy when the entropy is less than an uncertainty 
threshold; and 

sets the confidence value to Zero when the entropy is 
greater than the uncertainty threshold. 

7. A method carried out by a computer system having one 
or more processors and stored in one or more computer 
readable media, the method comprising: 

receiving a set of feedback statistics, each feedback 
statistic represents a level of user satisfaction with a 
belief 

calculating weighted Statistics of the feedback statistics; 
calculates an entropy of the weighted Statistics based on 

frequencies of occurrence of the weighted Statistics; 
calculating a confidence value for the belief based on the 

entropy of the weighted statistics associated with the 
belief 

calculating an updated belief based on the confidence 
value, the belief, and an average of the weighted 
statistics; and 

replacing the belief with the updated belief in the one or 
more computer-readable media. 
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8. The method of claim 7, wherein the feedback statistics 
further comprises time-dependent feedback statistics col 
lected over time. 

9. The method of claim 7, wherein calculating the 
weighted Statistics further comprises calculating a time 
dependent weighted mean of the feedback statistics. 

10. The method of claim 9, wherein calculating the 
weighted statistics further comprises calculating a time 
dependent weight function that places more weight on 
feedback statistics collected later in time that feedback 
statistics collected early in time. 

11. The method of claim 7, wherein calculating the 
entropy of the weighted statistics further comprises: 

calculating normalized frequencies of the weighted sta 
tistics occurrences in at least one subinterval of a range 
of the weighted statistics; and 

calculating an entropy of the weighted statistics based on 
the normalized frequencies. 

12. The method of claim 7, wherein determines the 
confidence value based on the entropy further comprises: 

calculating the confidence value as a function of the 
entropy when the entropy is less than an uncertainty 
threshold; and 

setting the confidence value to zero when the entropy is 
greater than the uncertainty threshold. 

13. A computer-readable medium encoded with machine 
readable instructions that implement a method carried out by 
one or more processors of a computer system to perform the 
operations of 

receiving a set of feedback statistics, each feedback 
statistic represents a level of user satisfaction with a 
belief; 

calculating weighted statistics of the feedback statistics; 
calculates an entropy of the weighted statistics based on 

frequencies of occurrence of the weighted statistics; 
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calculating a confidence value for the belief based on the 

entropy of the weighted statistics associated with the 
belief 

calculating a rank value for the belief based on the 
confidence value and an average of the weighted sta 
tistics; and 

storing the rank value in one or more computer-readable 
media. 

14. The medium of claim 13, wherein the feedback 
statistics further comprises time-dependent feedback statis 
tics collected over time. 

15. The medium of claim 13, wherein calculates the 
weighted statistics further comprises calculating a time 
dependent weighted mean of the feedback statistics. 

16. The medium of claim 15, wherein calculates the 
weighted statistics further comprises calculating a time 
dependent weight function that places more weight on 
feedback statistics collected later in time that feedback 
statistics collected early in time. 

17. The medium of claim 13, wherein calculates the 
entropy of the weighted statistics further comprises: 

calculating normalized frequencies of the weighted sta 
tistics occurrences in at least one subinterval of a range 
of the weighted statistics; and 

calculating an entropy of the weighted statistics based on 
the normalized frequencies. 

18. The medium of claim 13, wherein determines the 
confidence value based on the entropy further comprises: 

calculating the confidence value as a function of the 
entropy when the entropy is less than an uncertainty 
threshold; and 

setting the confidence value to Zero when the entropy is 
greater than the uncertainty threshold. 


